Capacity Development and skills Enhancement Activity
AWARENESS OF TRENDS IN TECHNOLOGY
ETHICAL HACKING
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From a Date: 18-06-2019

Mr. T. RAJANBABU

Workshop Coordinator,

Department of CSE,

Rajiv Gandhi College of Engineering and Technology,
Kirumampakkam, ‘
Puducherry - 607 403.

To
The Principal,
Rajiv Gandhi College of Engineering and Technology,

Kirumampakkam,
Puducherry - 607 403.

THROUGH THE HEAD OF THE DEPARTMENT, DEPARTMENT OF CSE

Respected Sir,
Subject: Approval for conducting three days Workshop for CSE final year Students -Reg

[ am writing this letter to request permission to conduct a workshop in the “ETHICAL
HACKING" from 24-06-2019 to 26-06-2019 in Department Lab. I believe this Workshop will
be providing an opportunity for learning basics of ethical hacking for the students. The
ETHICAL HACKING Workshop will be offered to the IV Year/VII Semester..

Thanking you,
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L4y o T. Rajan Babu

Workshop Coordinator
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% RAJIV GANDHI COLLEGE OF ENGINEERING AND TECHNOLOGY/ .
7/ DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

ACADEMIC YEAR 2019-2020

No: RGCET/CSE/Circular/2019-20/WS02 Date: 20.06.2019

CIRCULAR

This is to inform all B. Tech 4™year CSE students that the workshop classes

on “Ethical Hacking”for the academic year 2019-2020 will commence from
24.06.2019 t0 26.06.2019.

All are invited
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Copy to:

1. Circulate to all Faculty Members and students of CSE department.

2. Notice Board / File
?»?‘“
aﬁp‘ \\”‘\3
'QE),;/’{ P‘Y‘p(lne‘g‘\' w‘: g SN
c. xed‘ ;\\9

\CO¥
et WSt ;G\?N“( "c"‘ ‘Q Q‘i\
:(\ \“ g PR 1

L

V) 83

e



RAJIV GANDHI COLLEGE OF | 4
ENGINEERING AND TECHNOLOGY o

Approved by AICTE and Affiliated to pondicherry university
Email: info@rgcetpdy.ac.in

DEPARTMENT OF COMPUTER SCIENCE ENGINEERING

ETHICAL HACKING

=1 24/6/2019 to 26/6/2019
9 AM TO 4 PM

Dr. S. Ganesh kumar, Professor,
CSE, SRM University, Chennai

Dr. K. Mahalakshmi, Professor,
CSE, Kalaignar Karunanidhi
Institute of technology,
coimbatore
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Principal: Dr. E. Vijayakrishna Rapaka
Vice Principal: Dr.K.Ayyappan

HOD: Dr. R. G. Suresh Kumar

CONTACT:

Event Coordinator:

Mr.T.RAJAN BABU

ASSISTANT PROFESSOR
CSE, RGCET

(+919843824760 )
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COURSE MODULE

COURSE OBJECTIVES

. Provide an overview of ethical hacking principles, methodologies, and its significance

2. Equip participants with hands-on experience in setting up virtual environments.

I

Explore advanced topics such as web application security, social engineering attacks
wireless network vulnerabilities, and intrusion detection/prevention systems.
4. Apply learned skills through a Capture the Flag challenge, where participants solved

cybersecurity challenges in a controlled environment

COURSE QUTCOMES

By the end of this module, participants will be able to:
I. Participants gained practica! skills in ethical hacking techniques, including network

reconnaissance, vulnerability assessment, exploitation, and defense strategies.

o)

Understanding of advanced topics such as web application security, social engineering, and

wireless network vulnerabilities was significantly enhanced.
3 'l

3. Application of learned skills in a CTF challenge provided participants with hands-on

experience iz identifying, exploiting, and securing vulnerabilities.
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WORKSHOP DETAILS

Workshop Name ETHICAL HACKING

Topic Name Ethical Hacking

Workshop Duration From:24.06:2019 To: 26.06.2019
Session Hours(FN/AN) 6 Hours daily, for a total of 18 hours
Workshop Offered Year:IV (CSE) Sem:VII
Event Coordinator Mr. T. Rajan Babu ,Assistant Professor

Date Resource Person Topics
(1) Introduction to Ethical Hacking Principles
Dr.S. Ganesh Kumar,Professor, and Methodologies
Dept. of CSE,
24.06.2019 | SRM University, (ii)Hands-on Lab: Network Reconnaissance
o Chennai. and Scanning
(1) Vulnerability Assessment Techniques
Dr.K.Mahalakshmi,Professor,
25.06.2019 | Dept of CSE, (ii)Web Application Security
Kalaignar Karunanidhi Institute
of Technology, Coimbatore
26.06.2019 | Dr.S. Ganesh Kumar,Professor, (i)Wireless Network Security

Dept. of CSE,
SRM University,
Chennai.
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¥ RAJIV GANDHI COLLEGE OF ENGINEERING AND TECHNOLOGY ;
' DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING |

DAY- WISE SCHEDULE

DAY | DATE | SESSION TOPICS COVERED OUTCOMES
a) Introduction to Ethical Hacking Participants gained practical
FN b) Ethical Hacking Concepts skills in ethical hacking
techniques, including
network reconnaissance,
24.06. . . : ili
1 0619 a) Networking Basics for Ethical vulne;rab%hty SSECEBINRIL,
AN exploitation, and defense
Haolms strategies.
b) Hands-on Lab
a) Identifying and categorizing
EN vulnerabilities. Understanding of advanced
b) Introduction to Metasploit topics such as web
framework application security, social
S engineering, and wireless
= | &deld 2) f/jolmén;l;]i l‘ﬁ’ﬁ}; ?S)r()zlf?lt]l'oer::tion network vulnerabilities was
ulner , . ‘
AN XSS, CSRF). J significantly enhanced.
b) Performing a simulated penetratnon
test on a web application.
a) Cracking WEP/WPA/WPA2 D )
- encryption keys. Appllcatlon olf learned sl_qlls
b) Phishing, pretexting, and other & a.C.TF chal enge p rovided
social engineering methods particp ants- W_lth hands-on
3 | 26.06.19 experience in identifying,
exploiting, and securing
a) Participants engage in a hands-on vulnelablhtnes.m a
AN CTF competition controlled environment
) /\ e e
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¥} RAJIV GANDHI COLLEGE OF ENGINEERING AND TECHNOLOGY
4§/ DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

Report On Work Shop
Organized by:Department of Computer Science and Engineering.
Date: 24.06.2019 to 26.06.2019
Time: 9.00AM to 4.00PM
Topic: Ethical Hacking

The programme commenced with the lighting of the Ceremonial lamp by the
Dr.S.Ganesh Kumar,Professor, Dept of CSE, SRM University,Chennai,Dr.E.Vijaya Krishna
Rapaka,Principal, RGCET, Dr.R.G. Suresh Kmar, Head of the Department,CSE,Mrs. T.Rajan
Babu, Assistant Professor, Dept. of CSE, ,Ajay.R, IV CSE .

AfterInaugural ceremony, Dr.S.Ganesh Kumar, conducted a highly interactive session on
as ethical hacking principles, networking basics, vulnerability assessment, exploitation
techniques, web application security, social engineering attacks, wireless network security, and
intrusion detection/preventionwho gave excellent explanation about the topics and clear ides of

ethical hacking.

On Second day25™June 2019,
workshop started by the speaker Dr.
K.Mabhalakshimi the session trained the
facilitated learning through
demonstrations, guided exercises, and
real-world scenarios to simulate the

challenges faced in cybersecurity.

- < 4 On Third day 26®June 2019, the

session started by Dr.S.Ganesh Kumar,participants gained practical skills in ethical hacking

techniques, including network reconnaissance, vulnerability assessment, exploitation, and

defense strategies.




At the end of the workshop, the Valedictory session was held at 3.30 p.m, which was
chaired by Dr.E.Vijayakrishna Rapaka, Principal, RGCET and Mr.T.RajanBabu, EventCo-
Ordinator,CSE expressed his trust that the participants would follow thegrowth and practice of
ethical hacking.Mr..T.Rajan Babu, concluded the workshop with an interactive feedback session

with participants. and congratulated all the participants and organizers for successful completion.
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STUDENT ENROLLMENT LIST
SL.NO.| REG.NO. STUDENT NAME
I | 16TC0505 | ANBIRKAVIN A
2 [ 16TC0535 | MUTHUKUMAR S
3 | 16TD0401 | AJAY R
4 | 16TD0403 | ARAVIND S
5 | 16TD0404 | ARAVINDHARAJ M
6 | 16TD0405 | ARULRAJL
7 | 16TD0406 | ATCHUTHAN M
§ | 16TD0407 | ATSHAYA S
9 | 16TD0408 | BALAJIN
10 | 16TD0409 | BALAMURUGAN S
[l | 16TD0410 | DAVID ROOBAN V
12 | 16TD0411 | DEEPIKA RV
I3 | 16TD0412 | DEVADARSHINY B
14 [16TD0413 | DEVI MADHUMITHA G
i 16TD0414 | DHINESH S
i6 |16TD0415 | DHINESHKUMAR R
17 | 16TD0417 | ELANGON
1§ | 16TD0418 | ESWAR M
19 | 16TD0419 | GIRIDHARAN G
20 | 16TD0420 | GOKUL C
| 20 |16TD042] | GOKULNANTHAN N
22 | 16TD0422 | GRESY V
23 | 16TD0423 | GUHAN D
24 | 16TD0424 | HAJIRA B /
25 | 16TD0425 | HARIPRIYA B y’ . It
26 | 16TD0426 | HEMALATHA R Jd . 3“:: "“{?.'c“-g-‘\::c‘\'\ .
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27 | 16TD0427 | JANANIB
28 | 16TD0428 | JAYASRIS
29 | 16TD0429 | JAYPERUMALV
30 | 16TD0431 | JISHNU VM
31 |161D0432 | JITHIN PB
32 | 16TD0433 | JOHN BRITTO U
335 | 161D0434 | JOHN DAVID ARULDASS A
34 | 16TD0435 | KAMURUDEEN S
35 | 16TD0436 | KARTHIK M
36 | 16TD0437 | KARTHIKAS
37 | 16TD0438 | KAUSHIKA RAMESH R
38 | 16TD0439 | KIRUTHIGA V
39 | 16TD0440 | KOWSALYAP
40 |16TD0441 | LALLINAA
41 | 16TD0442 | MANJUBASHENI A
42 | 16TD0443 | MARY AKSHAYA E
43 | 16TD0444 | MOULIG
44 | 16TD0445 | MUGILARASID
45 | 16TD0446 | NARMATHA E
46 | 16TD0447 | NIDHYA K
47 | 16TD0448 | PAVITHRA B
78 | 161D0449 | PAVITHRAK
49 | 16TD0450 | PRASANTH KRISHNA K
50 | 16TD0451 | PRAVEEN M
51 | 16TD0453 | RAJALAKSHMIM
52 | 16TD0454 | RAMPREETHAV
53 | 16TD0455 | RANJANA A %
54 | 16TD0456 | RANJANIS
55 | 16TD0457 | ROKESHWARAN R < S“ﬂ% *[\’\?P(
\: A
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56 16TD0459 SAKTHIVEL B

57 16TD0461 SARAVANAN R

58 16TD0462 SHARUMATHISEVI1]
59 16TD0464 SINOCJAK

60 16TD0465 SIVAGAMI K

61 16TD0466 SIVASAKTHI S

62 16TD0467 SOMU A

63 16TD0468 SORNA G

64 16TD0469 SOWMIYA S

65 16TD0470 SRIRAM B

66 16TD0471 SUBASHREE J

67 16TD0472 SUBHIKSHA M

68 16TD0473 _ | SUNIL S

69 16TD0474 SUPRIYA P

70 16TD0475 SURUTHI R

71 16TD0476 SUVETHA K

72 16TD0477 SWATI DIXIT

73 16TD0479 VARALAKHSMI P

74 16TD0480 VENDIKATLA BASHEER B
75 16TD0481 VENKATESH P
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DAY WISE ATTENDANCE
SLNO |REGNO STUDENT NAME 24-06-19 | 25-06-19 | 26-06-19
1 16TC0505 | ANBIRKAVIN A p b P
2 16TC0535 | MUTHUKUMAR S 3 > P
3 16TD0401 | AJAY R o o D
4 16TD0403 | ARAVIND S o p >
5 16TD0404 | ARAVINDHARA] M 5 p P
6 16TD0405 | ARULRATL 5 ) P
7 16TD0406 | ATCHUTHAN M b P p
8 16TD0407 | ATSHAYA S ] p o
9 16TD0408 | BALAJIN p p p
10 | 16TD0409 | BALAMURUGAN S p P 5
11 16TD0410 | DAVID ROOBAN V o D p
12 | 16TD0411 | DEEPIKA RV P P p
13 | 16TD0412 | DEVADARSHINY B 0 p p
14 | 16TD0413 | DEVI MADHUMITHA G D p P
15 | 16TD0414 | DHINESH S D A ,
16 | 16TD0415 | DHINESHKUMAR R P p D
17 | 16TD0417 | ELANGO N P p p
18 | 16TD0418 | ESWAR M o p »
19 | 16TD0419 | GIRIDHARAN G p " P
20 | 16TD0420 | GOKUL C 0 o p
21 16TD0421 | GOKUL NANTHAN N p 5
22 | 16TD0422 | GRESY V p P
23 | 16TD0423 | GUHAN D p P
24 | 16TD0424 | HAJIRA B P P
25 | 16TD0425 | HARIPRIYA B p o
26 | 16TD0426 | HEMALATHA R 5 P
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27 16TD0427 | JANANI B p p p
28 16TD0428 | JAYASRI S P p p
29 16TD0429 | JAYPERUMAL V .
N ! P P P
30 16TD0431 | JISHNU VM P P P
31 16TD0432 | JITHIN PB P p P
: __ : ‘ ;
3 16TD0433 | JOHN BRITTO U o p p
33 16TD0434 | JOHN DAVID ARULDASS A p P p
34 16TD0435 | KAMURUDEEN S
> p P p
35 16TD0436 | KARTHIK M p p 2
36 16TD0437 | KARTHIKA S p p P
37 16TD0438 | KAUSHIXA RAMESH R P a p
38 16TD0439 | KIRUTHIGA V ,
P P P
39 16TD0440 | KOWSALYA P
’ P p P
40 16TD0441 | LALLINA A p p P
41 16TD0442 | MANTUBASHENT A 0 p 'P
42 16TD0443 | MARY AKSHAYA E P p P
43 16TD0444 | MOULL G 5 P P
i
44 16TD0445 | MUGILARASID J
: : P p p
45 16TD0446 | NARMATHA E p p P
46 16TD0447 | NIDHYA K
% p P
47 16TD0448 | PAVITHRA B
P P P
43 16TD0449 | PAVITHRA K
- p P P
49 16TD0450 | PRASANTH KRISHNA K D p p
50 [6TD0451 | PRAVEEN M p P p
51 16TD0453 | RAJALAKSHMI M D 0 P
52 16TD0454 | RAMPREETHA V '
’ P P P
53 16TD0455 | RANJANA A p p p
54 16TD0456 | RANJANI S
) # p P p
55 16TD0457 | ROKESHWARAN R » D
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56 | 16TD0459 | SAKTHIVEL B p P p
57 | 16TD0461 | SARAVANAN R p p p
58 | 16TD0462 | SHARUMATHISEVI J P p p
5 | 16TD0464 | SINOJAK 5 p P
60 | 16TD0465 | SIVAGAMI K b o »
61 | 16TD0466 | SIVASAKTHI S 5 P P
62 | 16TD0467 | SOMU A P p p
63 16TD0468 | SORNA G p b D
64 16TD0469 | SOWMIYA S P P p
65 16TD0470 | SRIRAM B D p P
66 16TD0471 | SUBASHREE J p p D
67 16TD0472 | SUBHIKSHA M P o P
68 16TDO473 | SUNIL S ? B D
69 16TD0474 | SUPRIYA P D P D
70 16TD0475 | SURUTHI R p D p
71 16TD0476 | SUVETHA K p 0 p
72 16TD0477 | SWATI DIXIT D 5 D
73 16TD0479 | VARALAKHSMI P p b P
74 16TD0480 | VENDIKATLA BASHEER B b 2 o
75 16TD0481 | VENKATESH P 5 P P
Tota! No. Of Student Present 74}_ 7,? 15
Total No. Of Student Absent . a1/ NiL
Staff Incharge éyx %/ S
EVENT CO-ORDINATOR HLA&)B@ fiﬁi’;: kmﬁw
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Feedback Questionnaire for Workshop on Ethical Hacking

Student Name: kw}ag\,baq P Reg. No. 15 7D oyvup

I. How effective was the trainer in & Very Beneficial
delivering the m ateual'7 b. Beneficial
A Very Effectiv c. Neutral

b. Effective d. Not Very Beneficial
c. Neutral e. Not Beneficial at All

d. Not Very Effective

e. Ineffective 6. What aspects of the training could
be improved?
2. How helpfv’ wers tha hands-on 7 More plauuuai exercises
exercises and labs b. More in-depth coverage of
a. Very Hcmful certain topics
b7 Helpful c. Better pacing of sessions
c. Neutral d. Other (please specify):
d. Not Very Helpful
e. Not Helpful at All
7. Overall, how satisfied are you with
3. How well was the workshop the training program?
organized and scheduled? ¢ Very Satisfied
e Very Well Organized b. Satisfied
b. Well Organized c. Neutral
c. Neutral d. Dissatisf'd
d. Poorly Organized e. Very Dissatisfied
e. Very Peorly Organized
8. How relevant and comprehensive
4. Da you feel more confident in was the workshop content?
3 {~ T Y
nplylng android development & Very Relevant
LOszUlLL]U. s after completing the b. Relevant
crv'-lrs='7 _ c. Neutral
<’ Yes, defin ‘Lely d. Not Very Relevant
b. {e:, somewha e. Not Relevant at All
c. Neutral
d. No, not really ' P
e. No, not at all ‘ [WW
Signature of Student
5. How did you find the CTF .
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RAJIV GANDHI COLLEGE OF ENGINEERING AND TECHNOLOGY :
DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

Feedback Questionnaire for Workshop on Ethical Hacking

Student Name: JANAN 1>

(U8}

wn

1b7TDPOV2Y

How effective was the trainer in
delivering the material?
a” Very Effective

b. Effective

c. Neutral

d. Not Very Effective

e. Ineffective

a. Very Helpful
A7 Helpful

c. Neutrai

d. Not Very Helpful
e. Not Helpful at All

How well was the workshop
organized and scheduled?
" Very Well Organized
b. Weil Organized
¢. Neutral
d. Poorly Organized
e. Very Poorly Organized

Do you feel more confident in
applying android development
iques after completing the

‘.~
ﬂl
O
=
=
=}

c. Neutral
d. No, not really
e. No, notatall

a-Very Beneficial

b. Beueficial

c. Neutral

d. Not Very Beneficial
c. Not Beneficial at All

6. What aspects of the training could
be improved?

a. More practical exercises
Jb~ More in-depth coverage of
certain topics
c. Better pacing of sessions
d. Other (please specify):

Overall, how satisfied are you with
the training program?
—a" Very Satisfied
b. Satisfied

c. Neutral
d. Dissatisfied
e. Very Dissatisfied

How relevant and comprehensive
was the workshop content?
& Very Relevant

b. Relevant

c. Neutral

d. Not Very Relevant

e. NotRelevant at All

oo

Signature of Student




DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

RAJIV GANDHI COLLEGE OF ENGINEERING AND TECHNOLOGY T‘”ms

Feedback Questionnaire for Workshop on Ethical Hacking

Student Name:  BTFA Y R Reg.No.:  |bTD L)
1. How effective was the trainer in & Very Beneficial

delivering the material? ‘ b. Beneficial

vt Very Effective c. Neutral
b. Effective d. Not Very Beneficial
c. Neutral e. Not Beneficial at All
d. Not Very Effective
e. Ineffective . What aspects of the training could

[pe]

(O]

How helpful were the hands-on
exercises and labs?
wa Very Helpful
b. Helpful
c. Neutral
d. Not Very Helpful
e. Not Helpful at All

How well was the workshop
organized and scheduled?
w Very Well Organized
b. Well Organized
c. Neutral
d. Poorly Organized
e. Very Poorly Organized

Do you feel more confident in
applying android development
techniques after compieting the

be improved?
a. More practical exercises
b= More in-depth coverage of
certain topics
c. Better pacing of sessions
d. Other (please specify):

. Overall, how satisfied are you with

the training program?
a. Very Satisfied
D Satisfied
c. Neutral
d. Dissatistied
e. Very Dissatisfied

. How relevant and comprehensive

was the workshop content?
wa" Very Relevant
b. - Relevant

course? c. Neutral

«a~ Yes, definitely d. Not Very Relevant
b. Yes, somewhat e. Not Relevant at All
c. Neutral
d. No, not really ;
e. No, not at all R. )\Q E}

Signature of Student
5. How did you find the CTF
challenge?
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